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Abstract
The era of AI agents is disrupting the benefits of security by obscu-
rity for Rowhammer defenses. While industry relies on secrecy as
a defense layer for Rowhammer mitigations, it is unclear whether
obscurity will continue to provide a measurable security benefit.
This paper puts forward an agentic framework to evaluate the bene-
fits of obscurity. We evaluate seven underprovisioned Rowhammer
defenses under whitebox, graybox, and blackbox threat models,
asking agents to find traces that cause bit flips, maximize DRFM
activity, or maximize memory controller stalls. Our results show
that agents achieve these goals regardless of howmuch information
is withheld, suggesting that design secrecy should not be counted
as a defense layer.

1 Introduction
DRAM and SoC vendors have long used security by obscu-
rity to defend against Rowhammer attacks. At first, the ob-
scurity was about the problem itself: industry simply did
not acknowledge it. Although industry has known about
Rowhammer since 2013 [8], it has only recently started to
acknowledge that Rowhammer is indeed a problem affecting
all DRAM and that Rowhammer mitigations are far from per-
fect [22, 23]. Late as this acknowledgement was, it effectively
ended this first form of security by obscurity.
The second form of security by obscurity remains preva-

lent: the lack of specifications, technical documents, or mean-
ingful information about the Rowhammer defenses deployed
in hardware. Despite an avalanche of security papers demon-
strating Rowhammer attacks from the research community [1,
3, 4, 7, 9–12, 14–16, 19–21, 26, 28, 32, 34, 35, 37, 38, 44–
46, 48, 49, 53, 55–57, 59], and despite memory being one
of the most prevalent and expensive components in modern
compute systems, industry-authored papers on Rowhammer
defenses have historically focused on prototypes rather than
mature implementations [2, 18, 31]. One recent paper breaks
from this pattern by describing a deployed defense [52].
Rowhammer defenses have long been deployed across

DRAM and SoC components. For example, as early as 2016,
Intel incorporated pseudo-Target Row Refresh (pTRR) [27]
inside their memory controllers although little was known at
the time about how it worked, and equally important, how it
is configured. Since then, DRAM vendors have incorporated
various forms of Target Row Refresh (TRR) defenses, which
are unrelated to pTRR despite the similar name. Today, all
DRAM manufactured likely includes some form of a Row-
hammer defense. Yet, little is known with certainty, and the
entire space remains surrounded by obscurity.

In our view, security by obscurity brings two benefits for in-
dustry. First, it allows vendors to make broad and hand-wavy
claims about the nature and effectiveness of their defenses.
Early on, for example, DRAM vendors claimed that their
in-DRAM defenses offered complete Rowhammer protec-
tion [13, 35], a claim that has been repeatedly debunked.
More recently, industry has shifted to less ambitious but
still unclear claims. For example, the recently introduced
Per-Row Activation Counting (PRAC) scheme is an “inno-
vative solution” that “provides a fundamentally accurate
and predictable approach” [25]. Without public disclosure of
hardware implementations and configuration details, such
claims do not convey any meaningful security guarantee.

The second benefit to vendors is that it shifts a large part
of the burden onto researchers, who must spend substan-
tial time and resources reverse engineering the defenses
themselves. The research community has produced a steady
stream of papers that infer how different TRR defenses work
inside DRAM [10, 17, 20, 30, 38, 42, 49], as well as whether
pTRR is present on different host platforms [6]. This work is
extremely laborious. It requires reverse engineering many
platform-specific details, such as address mappings and re-
fresh synchronization, and then designing careful experi-
ments that gradually reveal how the internal defenses appear
to behave. In some cases, reverse engineering just a specific
hardware platform requires multiple person-years of effort.
The process of reverse-engineering is also prone to mis-

interpretation. Researchers often have to attribute an ob-
served behavior to a plausible internal mechanism, but with-
out ground truth from the vendor, it is difficult to rule out
other explanations, including mechanisms unknown to the
researchers. This uncertainty makes the work slower and
more expensive. Even worse, any misinterpretation gives
hardware vendors an easy way to dismiss the findings, even
when a different interpretation of the same results would
still point to a serious security concern.
However, with the emergence of LLMs and agents, this

previously laborious work can now be partially, and eventu-
ally fully, automated. Researchers still need to identify the
right introspection points in the system. Once those points
are in place, agents can relentlessly run experiments, observe
the outcomes, and stitch together, piece by piece, how the
defense works. They can do this at a fraction of the effort
required from humans.

1



This paper introduces a new research question: “Does
obscurity provide a measurable benefit for Rowhammer de-
fenses against automated attackers?” We take the first pre-
liminary steps toward answering it within a simulation en-
vironment, leaving an evaluation in real systems as future
work.

We develop a methodology and an agentic framework for
exploiting Rowhammer defenses implemented inside a mem-
ory controller. Each agent is given two introspection points.
First, it can run arbitrary low-level, unprivileged assembly
instructions, namely CPU loads and stores, that bypass the
cache and access DRAM. This is not difficult to achieve on
real hardware using cache-flush instructions, non-temporal
accesses, or other instruction sequences known to bypass
caches [6]. Second, the agent can observe the DRAM bus and
see the resulting DRAM commands. On an actual hardware
platform, this can be done either using physical probes [44]
or a bus interposer [6, 28]. We use these introspection points
to model the lab phase of an attack, where researchers ob-
tain representative hardware and reverse engineer how a
defense behaves. These introspection points are no longer
available in the deployment phase of an attack, where at-
tackers have already learned the defense behavior, and they
are attempting to exploit real systems in the wild. Using
these two introspection points, agents iteratively design ex-
periments, observe their effects, and infer how the defense
behaves.
We use this framework on seven Rowhammer defenses:

Blockhammer [60], DREAM-R-PARA [54], Graphene [43],
Hydra [47], PARA [29, 32], Randomized-Row Swap (RRS) [51],
and Sigries [52]. In principle, these defenses can be config-
ured with enough state or sufficiently conservative param-
eters to stop all Rowhammer attacks. In practice, however,
such configurations can be prohibitively expensive, and de-
ployed industry defenses are often underprovisioned. To
model this reality, we intentionally evaluate underprovi-
sioned configurations of all seven defenses, reflecting the
kinds of cost-driven tradeoffs that arise in real hardware
implementations.
We define three threat models that gradually introduce

obscurity by withholding more information about each de-
fense: whitebox, where no information is withheld; graybox,
where the defense mechanism is known but its configuration
is withheld; and blackbox, where no information about the
defense is given. For each threat model, the agent must find
an instruction trace that achieves a specific exploitation goal.
We define three such goals: finding a trace that causes a bit
flip, meaning that a row’s activation count reaches a prede-
fined Rowhammer threshold; finding a trace that triggers a
long sequence of Rowhammer mitigation DRAM commands,
namely Directed Refresh Management (DRFM) commands;
and finding a trace that causes long memory controller stalls.

For our simulator, the results show that obscurity provides
no measurable value. In every case, the agents were able to

identify input traces that cause bit flips, trigger the longest
sequence of DRFMs, or create the longest memory-controller
stalls. Whitebox, graybox, and blackbox attackers achieve
identical success rates in our experiments. These results
indicate that design secrecy should not be counted as a layer
of Rowhammer defense.

Our contributions are:
1. A new research question for Rowhammer defenses
in the age of agents. We introduce and motivate the ques-
tion of whether obscurity provides a measurable benefit for
Rowhammer defenses against automated attackers. While
obscurity has historically increased the cost of reverse engi-
neering, we argue that LLM-based agents change this cost
structure by allowing experiments to be generated, executed,
and refined at much lower human effort.
2. An agentic framework for exploiting memory con-
troller Rowhammer defenses. We design a methodol-
ogy and framework in which agents are given two realistic
introspection points: the ability to issue low-level cache-
bypassing memory accesses, and the ability to observe the
DRAM commands produced on the memory bus. Using only
these signals, agents iteratively construct instruction traces
that probe, stress, and exploit the Rowhammer defenses.
3. An evaluation of obscurity across seven underpro-
visioned Rowhammer defenses.We evaluate our frame-
work on seven Rowhammer defenses under three threat
models that progressively withhold information from the
agent: whitebox, graybox, and blackbox. For each defense
and threat model, we ask the agent to find traces that achieve
one of three goals: trigger a bit flip, maximize DRFM activity,
or maximize memory controller stalls. Our results show that
agents were able to achieve each of the three goals regardless
of how much information is withheld from them.
2 Background and Experimental Setup
2.1 Obscurity Models
We define three attacker knowledge tiers to systematically
measure the security value of defense obscurity.
1. Whitebox: The attacker has full access to the defense
source code and configuration parameters. This represents
the strongest possible attacker and establishes the upper
bound on bypass rate.
2. Graybox: The attacker knows the defense identity (e.g.,
“this system uses Graphene”) but not its parameters. The at-
tacker uses behavioral probing, issuing activation sequences
and observing refresh and stall responses, to infer parameter
values before attacking.
3. Blackbox: The attacker has no prior knowledge of the de-
fense. The attacker must first identify the defensemechanism
through behavioral classification, then infer parameters, and
finally attack.

We define the Obscurity Value of a defense 𝑑 as:
OV(𝑑) = bypass_ratewb (𝑑) − bypass_ratebb (𝑑). (1)
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Defense Underprovisioning Method

PARA Reduce sampling rate by factor of 8
Sigries Reduce sampling rate by factor of 8
RRS Reduce counter table size (HRT [51]) by factor of 8
DREAM-R-PARA Reduce sampling rate by factor of 8
Hydra Reduce counter table size (GCT [47]) by factor of 8
Graphene Reduce counter table size by factor of 8
Blockhammer Reduce Bloom table sizes by factor of 8

Table 1. Our defenses and their underprovisioning methods.

An OV of zero means that design secrecy provides no mea-
surable security benefit: blackbox attackers are as effective
as whitebox attackers.
2.2 RHSim: A Fast Rowhammer Simulator
RHSim is a component of an internal simulation framework
of Azure Cobalt 200, an ARM-based SoC designed for cloud
native workloads. RHSim simulates memory controller oper-
ations such as request scheduling, background refresh (REF),
refresh management (RFM), and directed refresh manage-
ment (DRFM). Unlike previous DRAM and Rowhammer sim-
ulators [5, 33, 36, 50, 58], it does not model read, write, or
precharge DDR commands, but only row activations from
the input trace, constrained solely by the row cycle time
(𝑡𝑅𝐶). This design makes RHSim faster than prior simulators
and creates worst-case conditions for a Rowhammer defense.
RHSim is configured to simulate a memory subsystem

with a couple of dozen DDR5 memory controllers. The con-
trollers are configured to use DDR5 timings specific to 32Gb
DRAM devices using fine-grained refresh (FGR), and refresh
same-bank commands (REFsb). DRFM commands use a blast
radius configuration (BRC) value of three rows. The Row-
hammer threshold used in our experiments is 1,024.
2.3 Rowhammer Defenses
We implemented seven Rowhammer defenses in RHSim.
Blockhammer [60] uses hash-based counters to identify po-
tential aggressor rows and then rate-limits them by stalling
accesses to rows responsible for excessive activations. PARA [29,
32] is a stateless sampling defense that treats each row acti-
vation as an aggressor with a small probability and issues a
mitigation when the row is sampled. DREAM-R-PARA [54]
is a sampling-based defense that reduces the cost of PARA by
taking advantage of DDR5 DRFM semantics. Graphene [43]
uses the Misra-Gries streaming algorithm to track aggressor
rows with provable guarantees, but requires large counter
tables. Hydra [47] maintains row counters in DRAM and
uses a small on-controller cache to reduce the cost of ac-
cessing this state. RRS [51] tracks hot rows and mitigates
them by swapping them with randomly chosen cold rows.
Sigries [52] is a hybrid defense that uses underprovisioned
Misra-Gries counters in the common case and switches to
row sampling when the counters become overwhelmed.

We started from each defense’s configuration as described
in prior work. For defenses with open-source implementa-
tions in prior simulators, such as Ramulator 2.0 [5], we also

You are a Rowhammer adversary. Given the name of a defense implemented in this
simulator, your job is to inspect its source code and derive the attack that
**maximizes the longest uninterrupted run of harmful activations to a single
target aggressor row inside one refresh window**.

**Threat model: WHITEBOX.** You may read concrete mitigation parameters from
[config-agents.json](../../config-agents.json) and from
[include/config/](../../include/config) headers, and you must cite specific
numeric values (thresholds, sample probabilities, table sizes, timing
constants) when justifying the chosen pattern.

Precise definition of the success metric:

- Pick one target aggressor row. The attacker wants to deliver as many ACTs
to that row as possible *within a single refresh window (tREFW)*, before
the defense issues a DRFM that refreshes the victim row(s) adjacent to it.

- An ACT is **harmful** if it occurs in a contiguous sequence to the target
row that has not yet been interrupted by a protective DRFM on the
victim. Once the defense issues a DRFM that refreshes the adjacent
victim row, the harmful run resets. The attacker must start accumulating
again.

- The optimal strategy is the one that **maximizes the length (in ACTs) of
the longest such uninterrupted run** within a refresh window. Total ACTs,
total DRFMs, ABOs, blocked ACTs, swaps, etc., are not relevant.

Figure 1. The description of the prompt of the whitebox agent
tasked with flipping bits.
checked the corresponding formulas against the implementa-
tion for correctness. We then underprovisioned each defense
to create an experimental setting in which the agent could
potentially bypass it. To keep the methodology consistent
across defenses, we reduced the state size of each defense by
a factor of 8.

There is a tradeoff in choosing this factor. If the reduction
factor is too high, the defense becomes trivial to bypass. If it
is too low, the resulting configuration is not practical. For ex-
ample, Graphene requires so much state that reducing it by a
factor of 8 is the smallest reduction one could argue, perhaps
generously, that such a deployment might be practical. For
consistency, we used the same factor of 8 for all defenses.
One might view a more systematic exploration of this trade-
off as a way to quantify the value of obscurity: at what point
is withholding information beneficial for security? However,
to properly answer this, we must also examine whether the
resulting underprovisioning prevents the defense from being
practical. We leave this as future work. Table 1 shows how
each defense was underprovisioned in our experiments.
Underprovisioning has different effects on different de-

fenses. For PARA, Sigries, RRS, and DREAM-R-PARA, un-
derprovisioning makes the defenses porous: an attacker can
craft a sequence of row activations that bypasses the de-
fense and drives an aggressor row above the Rowhammer
threshold. For Hydra, Graphene, and Blockhammer, reducing
the state size does not make the defenses porous. Instead, it
pushes them into regimes with significant performance over-
head. For example, with an underprovisioned configuration,
Graphene’s spillover counter can become saturated, causing
it to issue a DRFM command on every row activation.
3 Design of Our Agentic Framework

At a high level, there are two types of Rowhammer attacks:
those that aim to bypass the defense to flip bits and those
that aim to leverage the defense’s functionality to cause
denial of service (DoS). One way to create DoS is to force
the defense to issue many Directed Refresh Management
(DRFM) commands. In our hardware configuration, a single
DRFMsb command takes 410 ns. This is significant because
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1. **Locate the defense.** Map the name to its directory:
`graphene/`, `para/`, `Anon/`, `blockhammer/`, `hydra/`, `rrs/`,
`dream/`.

2. **Read the implementation.** Identify (a) the data structures it tracks,
(b) the trigger condition for its mitigation action, (c) the metric the
attacker should maximize, (d) the relevant parameters from
[config-agents.json](../../config-agents.json).

3. **Derive the strategy.** Pick the access pattern (single-row hammer, n-row
rotation, sub-bank flood, RCC thrash, etc.) that **maximizes the longest
uninterrupted run of ACTs to one target aggressor row within a single
refresh window**, before the defense issues a DRFM that refreshes the
adjacent victim row. Justify it from the code: identify exactly when the
defense fires a protective DRFM on the victim adjacent to your target
aggressor, and design the pattern so that DRFM is delayed as long as
possible (or never fires until tREFW elapses).

4. **Compute trace addresses (row hashing OFF).**
- Decide the target `(bank, row)` (and sub-bank if relevant, sub-bank =
`row % numCounterTables`).

- Construct the flat trace address by inverting `KNG_FA2MA` for the
default mapping. Use `mc_00`, `R`, `col=0`.

5. **Emit the trace.** 10 lines is enough to demonstrate the pattern; the
first ACT is at tick 100, subsequent ACTs are spaced by tRC = 93 ticks
(or by the same-bank back-to-back limit relevant to the attack).

6. **Verify by hand.** Decode each address you emit through `KNG_FA2MA` and
confirm the resulting `(bank, row)` matches your intent. State the
verification in one line.

7. **Verify by execution.** Build the simulator if needed (`make`), write
the trace to a temp file, and run
`./rowhammerchecker --config config-agents.json --enable <binary-name> < /tmp

/trace.txt`
(no `-m`). The `<binary-name>` is the same as the defense name except
`dream` where name is `dream_r_para`. Inspect the resulting `output_stats

/.../*.csv`
(or stdout) to determine the **longest uninterrupted run of ACTs the
target aggressor row received within one refresh window** before a
protective DRFM on its adjacent victim. Quote that run length.

Figure 2. The portion of the whitebox bit-flip agent prompt that
describes the agent’s approach for bypassing the defense.

the targeted banks cannot perform useful work while the
Rowhammer mitigation is in progress. Five of the seven Row-
hammer defenses we study, DREAM-R-PARA, Graphene,
Hydra, PARA, and Sigries, use DRFM commands.
In contrast, Blockhammer stalls aggressor rows. This is

also a form of DoS because no other cachelines in the stalled
aggressor row can be accessed while the stall is in effect.
Finally, RRS relies on row swapping, which requires several
full-row copy operations that can take up to 2.9 µs [51].
We thus define three goals for our agentic framework:

to flip bits, to issue a high rate of DRFM commands, and
to create long stalls. For each goal, we create three agents:
whitebox, graybox, and blackbox.
3.1 Whitebox and Graybox Agents
The agents tasked with a whitebox and graybox threat model
need access to the simulator code, and for this, we use GitHub
Copilot [40]. In GitHub Copilot we create custom agents
using Markdown files called agent profiles. These profiles
contain a few parameters that are used to better integrate
with GitHub Copilot, such as the name of the agent, the
trigger phrases it uses, and its model.

The most important part of the profile is the prompt. We
structured each prompt around four components: a task de-
scription, a set of constraints, a suggested approach, and the
expected output. Figure 1 shows the description portion of
the prompt, while Figure 2 shows the approach portion.
We iterated on the prompt text to make it precise. Early

versions ignored DRFMs and their effect on mitigating an
aggressor row. Our initial fix overcorrected: the agent be-
came too conservative and treated REFs and RFMs as also
mitigating the aggressor row. This experience highlighted
an important lesson: prompt precision has a direct impact
on the agent’s ability to accomplish the goal.

You are a Rowhammer adversary. Given the name of a defense implemented in this
simulator, your job is to inspect its source code and derive the attack that
**maximizes the rate at which the defense issues protective DRFM commands**
(DRFMs per refresh window tREFW, equivalently DRFMs per unit time).

**Threat model: WHITEBOX.** You may read concrete mitigation parameters from
[config-agents.json](../../config-agents.json) and from
[include/config/](../../include/config) headers, and you must cite specific
numeric values (thresholds, sample probabilities, table sizes, timing
constants) when justifying the chosen pattern.

Precise definition of the success metric:

- The attacker wants the defense to fire as many DRFMs as possible per unit
time. The natural normalization is DRFMs per refresh window (tREFW), but
total DRFMs over a fixed-length trace is an equivalent proxy.

- Every protective DRFM the defense issues in response to the attacker's
ACT stream counts. DRFMs may be triggered by counter overflows, sampling,
blacklisting, RCC eviction, etc., whichever mechanism the defense uses,
the goal is to *trigger that mechanism as frequently as possible*.

- Longest uninterrupted hammer run, bit-flip likelihood, total ACTs, ABOs,
blocked ACTs, and throughput overhead are NOT the metric. Only the DRFM
count per tREFW matters.

Figure 3. The description section of the prompt of the whitebox
agent tasked with issuing a high rate of DRFMs.
You are a Rowhammer adversary. Given the name of a defense implemented in this
simulator, your job is to inspect its source code and derive the attack that
**maximizes the longest uninterrupted stall** the defense imposes on the
memory controller while servicing requests to a target bank/subchannel.

**Threat model: WHITEBOX.** You may read concrete mitigation parameters from
[config-agents.json](../../config-agents.json) and from
[include/config/](../../include/config) headers (e.g., `tabo_tck`,
`trc_tck`, `tdrfm_tck`, `swapDelay`, `tDelay`), and you must cite specific
numeric values when justifying the chosen pattern.

Precise definition of the success metric:

- A **stall** is any wall-clock interval (measured in mesh ticks; 1 tick =
1 / MC_FREQ) during which the targeted resource (the bank, or the
subchannel) is `not-ready` because the defense has imposed one of the
following two kinds of mitigation-induced delay:
* **Access blocking** - the mitigation refuses to issue, or delays the
issuance of, the attacker's next access *without itself executing a
DRAM command* during that interval. The blocking is realized by
pushing `bankReady_tck` / `subChReady_tck` forward, or by entering
the row in `bankBlockedRows`, with **no command on the bus**.
Examples: BlockHammer's per-row blacklist (`bankBlockedRows[row]`
held for `tDelay`); Hydra's `rccAccessDelay` charged for an RCC
miss with no command issued.

* **Data movement**: the mitigation performs an internal DRAM
row-copy/swap that holds the bank or subchannel for the duration
of the move. Example: RRS swaps (`numRowSwapOps X swapDelay_tck`
per triggering ACT).

- An interval during which the mitigation is **executing an ongoing
discrete command** that it has injected onto the bus (a DRFM, RFM,
PRAC ABO, or any other refresh-like command that occupies the bank/
subchannel for its standard command latency) is **NOT** a stall under
this metric. The bank or subchannel being not-ready while such a
command is in flight is just the natural execution time of that
command - it is excluded from the stall count, in the same way that
baseline tRC spacing between two same-bank ACTs is excluded.

- Baseline tRC spacing between two same-bank ACTs is **not** a stall -
only the *additional* time charged by access blocking or data movement
counts.

- The success metric is the length (in mesh ticks, equivalently ns) of
the **single longest contiguous such interval**. Total stall time,
average stall, total DRFMs, total ABOs, blocked-ACT counts, swap
counts, and bit-flip status are not relevant.

- Concretely, the mitigation-induced stall sources that **count** are:
* **BlockHammer** (access blocking) : row enters `bankBlockedRows`
with a release tick `tDelay` ahead of `r_tck` (see `scheduler.cpp`
`GetIssueTck` branch `if (isMitigationBlockHammer)`).

* **Hydra** (access blocking) : RCC miss adds `trc_tck` per missing
access via `rccAccessDelay` (see `hydra/hydra.cpp`); these ticks
are added to `subChReady_tck` *without* a corresponding bus command.

* **RRS** (data movement) : `numRowSwapOps X swapDelay_tck` charged
on the issuing bank/subchannel (see `rrs/rrs.cpp`); the swap is an
internal DRAM row copy, not a single bus command.

- Mitigation-induced events that **do NOT count** under this metric:
* Any DRFM emission (Graphene / PARA / Anon / DREAM / NoMits / CPR
`HRA::ISSUE_DRFM` paths, Hydra's DRFM-on-threshold path). The DRFM
is a discrete bus command being executed, not a stall.

* Any RFM or PRAC ABO command : same reason.
* If a defense's *only* mechanism is to inject a DRFM/RFM/ABO and it
has no access-blocking or data-movement path, then under this
metric it imposes **0 ticks of stall**, and the agent must report
that explicitly with a clear explanation of why no stall is
achievable.

Figure 4. The description section of the prompt of the whitebox
agent tasked with stalling.
We list the prompt descriptions of the whitebox agents

tasked with creating the highest rate of DRFMs and stalling
in Figures 3 and 4, respectively.
Although the graybox and whitebox agents use different

prompts, they can both access the simulator and its run-
time with one exception: graybox agents cannot access the
configuration values of the Rowhammer defenses.
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You are a Rowhammer adversary operating against a **black-box** SoC + DRAM
simulator that has some unknown defense compiled in. Your only handle on the
defense is the simulator's externally observable behavior.

# 1. Mission

Given one simulator binary supplied by the user, generate an input trace that
**maximizes the length (in ACTs) of the longest uninterrupted run of ACTs to a
single target aggressor row, within a single refresh window (tREFW), before
the defense issues a protective DRFM that refreshes the victim row(s)
adjacent to the aggressor**.

A run is "uninterrupted" until either:
- a DRFM appears in the simulator's command trace whose target row is the
the aggressor, or

- the refresh window boundary is crossed (the next REF after `NUM_REFS_IN_REFW`
REFs since the start of the window).

**Success = longest such run >= 1025 ACTs.** As soon as you observe a run of
>= 1025, stop and report. Total ACTs, total DRFMs, ABOs, blocked ACTs, swaps,
RAA counters, etc., are not relevant.

Figure 5. The portion of the blackbox bit-flip agent prompt that
describes the agent’s mission.

3.2 Blackbox Agents
To make the blackbox setting comparable to the whitebox
and graybox settings, we kept the environment as similar as
possible.We still used GitHub Copilot, but placed the agent in
a new repository with no source code. Instead, the repository
contained seven binary files and three configuration files.
Each binary implements the simulator running a single

Rowhammer defense. The configuration files describe the
hardware of the simulated server under attack. This includes
1) SoC-level parameters, such as the number of dies, channels,
subchannels, 2) DRAM parameters, such as DIMM capacity,
density, ranks, banks, rows, and 3) DDR5 timing values. We
assume this information is available to an attacker.
The blackbox agent prompt consists of four parts: a mis-

sion, descriptions of its two introspection points, a workflow,
and constraints. The two introspection points are the input
trace of CPU commands and the output trace of DRAM com-
mands. Figure 5 shows the mission portion of the prompt,
and Figure 6 shows the constraints. These constraints are
at the prompt-level rather than access-control mechanisms.
We rely on the LLM’s adherence to its prompt instructions.
3.3 Implementation Details
We run the agents within GitHub Codespaces [39]: cloud-
hosted development environments that provide a complete,
containerized workspace for a GitHub repository. We use
GitHub Copilot CLI to invoke the agents, configuring them
to use the Claude Opus 4.7 model.
Since each agent must be assigned one out of the seven

Rowhammer defenses, we use a command in GitHub CLI
called /fleet. This command allows Copilot to decompose a
request into smaller subtasks that execute in parallel using
subagents, with the main agent acting as an orchestrator.
The sub-agents have isolated context windows and can focus
on one defense and one attack objective.
4 Results
Flipping Bits. Table 2 shows the whitebox agent’s results.
The agentwas able to bypass PARA, Sigries, RRS andDREAM-
R-PARA, but could not bypass Hydra, Graphene, and Block-
hammer. This outcome is expected because these last three
defenses remain secure even when underprovisioned.

You **MUST NOT**:

- Disassemble, decompile, `strings`, `objdump`, `nm`, `readelf -p`,
`gdb`, `ltrace`, `strace`, hexdump, or otherwise inspect the binary.

- Search the web, GitHub, or any source repository for the simulator's source.
- Read or grep any file whose name resembles a defense (`graphene`, `para`,
`Anon`, `blockhammer`, `hydra`, `rrs`, `dream*`, etc.) or that looks like
it could be the simulator's source.

- Try to identify *which* defense is in the binary by name. You only ever
observe its *behavior*.

You **MAY**:

- Run the binary as many times as you want with traces you constructed
yourself, subject to the wall-clock cap.

- Read the cmd_trace output it produces and analyze it.
- Read the hardware-spec headers shipped with this workspace (`dram.h`,
`ddr5.h`, `soc.h`) - these describe the *hardware*, not the defense, and
are explicitly provided as ground truth.

Figure 6. The portion of the blackbox bit-flip agent that describes
the agent’s constraints.

Defense Result Best run (ACTs)

PARA ✓ 1,069
Sigries ✓ 1,025
RRS ✓ 1,025
DREAM-R-PARA ✓ 1,055
Hydra ✗ 1,024
Graphene ✗ 1,024
Blockhammer ✗ 128

Table 2. Summary of the whitebox agent’s best runs across de-
fenses for the bit-flip objective.

We confirmed that the logic each agent used to bypass the
Rowhammer defense matched our intuition, with one no-
table behavior: for the probabilistic defenses, such as PARA
and DREAM-R-PARA, the agent wrote a program that pre-
computed the random numbers the defense would generate.
For example, PARA’s attack sequence had length 1,069. Of
these, 1,025 row activations targeted the aggressor row, while
the remaining 44 activations targeted a dummy row. These
dummy-row activations corresponded to the points at which
PARA samples the row and issues DRFM.

At first, this agent behavior seemed to us unrealistic. How-
ever, the agent operates in a whitebox model, where all im-
plementation details are available. Under that model, precom-
puting the defense’s randomness is a valid strategy. Porting
this experiment to real hardware would make such a white-
box strategy more difficult: in practice, it would be much
harder to rely on randomness precomputation.

Table 3 shows the results for the blackbox agent. The key
finding is that the blackbox agent achieves the same success
rate as the whitebox agent. However, the row activation
sequences are now much longer. Unlike the whitebox agent,
which can use implementation details to precompute the
best sequence of row activations, the blackbox agent relies
on long traces that probe the defense and infer its behavior.
For example, for PARA, the agent had to issue over 36K row
activations before it was able to bypass the defense; it could
not simply precompute the defense’s random choices.

For the defenses that could not be bypassed, the agent still
found traces that maximized the number of row activations:
1,024 for Hydra and Graphene, and 1,023 for Blockhammer.

In our simulator, a bit flip occurs only when the number of
row activations exceeds the Rowhammer threshold, which
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Defense Result OV(𝑑 ) Best run Wall-clock
(ACTs) (minutes)

PARA ✓ 0 36,565 9:00
Sigries ✓ 0 20,000 2:00
RRS ✓ 0 20,000 4:10
DREAM-R-PARA ✓ 0 10,000 6:30
Hydra ✗ 0 1,024 4:30
Graphene ✗ 0 1,024 10:00
Blockhammer ✗ 0 1,023 12:36

Table 3. Summary of the blackbox agent’s best runs across de-
fenses for the bit-flip goal. All obscurity values OV(𝑑) are zero.

we set to 1,024. The agents therefore reached the maximum
safe value for Hydra and Graphene, but could not go beyond
it. For Blockhammer, the maximum is one lower because the
defense relies on periodic stalling: across each stall/release
cycle, the cumulative number of row activations between
stalls reaches at most 1,023.
Highest Rate of DRFMs: Table 4 shows the highest DRFM
rate within a refresh window achieved by each agent. These
rates are system-wide: the simulated SoC has many memory
controllers and its DIMMs have several dozen banks.

Defense Whitebox Graybox Blackbox

DREAM-R-PARA 17,411 2,646 9,031
PARA 15,207 20,921 7,826
Graphene 11,680 11,632 5,084
Hydra 2,528 985 2,232
Sigries 2,262 3,307 4,600
RRS 0 0 0
Blockhammer 0 0 0

Table 4. Highest DRFM rates per refresh window for whitebox,
graybox, and blackbox agents.

These high DRFM rates occur because our simulator does
not implement DRFM rate limiting. In DDR5 [24], DRFM
commands are rate-limited: at most 4,096 DRFMs can be sent
to a rank within a refresh window. Our results therefore
represent the maximum pressure the agents can place on the
defense in the absence of this DDR5 limit.
Across the defenses that issue DRFMs, all three agents

found strategies that substantially increase the DRFM rate.
This suggests that even when source code or configuration
values are withheld, the agents can still stress the defense
and drive it toward high mitigation activity.
One surprising result is that, for Sigries, the blackbox

agent achieved a higher DRFM rate than the whitebox and
graybox agents. Sigries further divides each bank into sub-
banks [52], and the blackbox agent discovered a strategy that
parallelizes the attack across sub-banks. This allowed it to
trigger DRFMs at a higher rate than the other agents.
Longest Stall: Table 5 shows the longest stall, in nanosec-
onds, achieved by each agent. All three agents found traces
that triggered stalls in the expected defenses: Blockhammer,
RRS, and Hydra. This matches the design of these defenses.
Blockhammer stalls aggressor rows directly, RRS stalls while

Defense Whitebox Graybox Blackbox

Blockhammer 35,650 35,591 28,510
RRS 4,350 5,800 7,673
Hydra 462.5 46.25 144
DREAM-R-PARA 0 0 0
PARA 0 0 0
Graphene 0 0 0
Sigries 0 0 0

Table 5. Longest stall (measured in nanoseconds) for whitebox,
graybox, and blackbox agents.

performing row swaps, and Hydra stalls when evicting rows
from its on-controller cache back into DRAM.

Aswith the DRFM-rate objective, the blackbox agent some-
times outperformed the whitebox agent, as in the case of
RRS. This again shows that withholding source code does
not necessarily prevent an agent from finding effective stress
patterns. By iteratively probing the simulator, the blackbox
agent can still infer enough of the defense behavior to drive
it into high-overhead regimes.
Tokens: Table 6 shows the number of tokens consumed by
each fleet of agents. The blackbox agent used fewer tokens
than the whitebox and graybox agents, even though it of-
ten took longer to run. The whitebox and graybox agents
incorporate the simulator source code, over 15 KLOC of C++,
into their prompts. In contrast, the blackbox agent has no
source code access, and must iteratively run the simulator
with different input traces. As a result, the whitebox and
graybox agents are GPU-heavy and CPU-light. The blackbox
agent shows the opposite pattern: it is CPU-heavy because
it repeatedly runs the simulator.

Objective Whitebox Graybox Blackbox

Bit-flip 11.5 8.1 1
Highest DRFM rate 10.3 15.1 0.8
Longest Stall 5.1 8 0.5

Table 6. # tokens consumed (in millions) using Claude Opus 4.7.

5 Conclusions and Next Steps
This paper takes a first step toward evaluating whether se-
curity by obscurity still provides meaningful protection for
Rowhammer defenses in the era of automated agents. Using
a controlled simulation environment, we show that agents
can find effective attack traces across whitebox, graybox,
and blackbox settings, even when substantial information
about the defense is withheld.

This paper’s agentic framework is not limited to our spe-
cific simulator and hardware configuration. For example,
other projects may use different introspection points, such as
an FPGA-based platform [41], side-channels, or performance
counters. Nevertheless, our agentic framework provides a
general way to reason about how agents can explore hard-
ware behavior, reverse engineer hidden mechanisms, and
identify vulnerabilities.
Acknowledgments: We would like to thank the reviewers
for their constructive feedback.
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